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• Admin & hacking toolkit for Azure AD & Microsoft 365

• Open source:

• https://github.com/gerenios/aadinternals

• https://aadinternals.com/aadinternals

• MITRE ATT&CK

• https://attack.mitre.org/software/S0677/
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• SharePoint Migration Options

• What is SPMT

• How does Granular Backup feature work?

• Abusing SPMT API x2

• Demo x2
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• Migration Manager

• SharePoint Migration Tool (SPMT)

• Cross-tenant OneDrive migration

SharePoint Online Migration options

https://learn.microsoft.com/en-us/sharepointmigration/migrate-to-sharepoint-online

https://learn.microsoft.com/en-us/sharepointmigration/migrate-to-sharepoint-online


• SharePoint Migration Tool (SPMT)

• a free and easy to use migration solution to help you migrate 
content from on-premises SharePoint sites to Microsoft 365

• Supports migration to:

• SharePoint Online, OneDrive, and Teams

• Supports migration from:

• SharePoint Server 2010, 2013, 2016, and 2019

• SharePoint Foundation 2010 & 2013

• Network shares

What is SPMT?

https://learn.microsoft.com/en-us/sharepointmigration/introducing-the-sharepoint-migration-tool

https://learn.microsoft.com/en-us/sharepointmigration/introducing-the-sharepoint-migration-tool


1. Install SPMT

2. Create migration task

3. Monitor and report

SPMT process

https://learn.microsoft.com/en-us/sharepointmigration/introducing-the-sharepoint-migration-tool

https://learn.microsoft.com/en-us/sharepointmigration/introducing-the-sharepoint-migration-tool


Create migration task



• User’s AppData\Roaming\Microsoft\MigrationToolStorage

Temporary files

Domain of target tenant migration user

Migration Work Folder

Migration Task

Migration tool migration database files

Stuff to be sent to the cloud



• Files are encrypted and renamed to <guid>.dat

Data



• Files are encrypted

Metadata



Metadata: Manifest.xml SPFile object

Matching SPListItem

Refers to content file

IV for decrypting the file content

Timestamps!

Author!





Abusing SPMT: Demo!





SPMT bypasses logging

SharePoint 

Online

SPMT

MSSQL

Unified 

Audit Log

• File creation or replace not logged

Site owner



Reported to Microsoft Nov 28 2022



The Next Generation



Google ❤







On-prem SharePoint backup



On-prem SharePoint backup



On-prem SharePoint backup



On-prem SharePoint backup

Metadata

Stuff to be restored



• Same but more

Metadata: Manifest.xml SPFile

aspx file!

https://learn.microsoft.com/en-us/sharepoint/dev/schema/spobject-element-deploymentmanifest

https://learn.microsoft.com/en-us/sharepoint/dev/schema/spobject-element-deploymentmanifest




• SPMT is using Granular Backup

• Granular Backup allows importing any site content (incl. aspx files)

• Therefore, we can replace design files using SPMT API

Conclusion & hypothesis



Custom script

• Custom scripts are prevented by 
default

https://learn.microsoft.com/en-us/sharepoint/allow-or-prevent-custom-script

https://learn.microsoft.com/en-us/sharepoint/allow-or-prevent-custom-script


Cross Site Scripting (XSS)??

https://github.com/SharePoint/sp-dev-docs/blob/main/docs/spfx/overview-graphhttpclient.md

https://github.com/SharePoint/sp-dev-docs/blob/main/docs/spfx/overview-graphhttpclient.md


SPMT bypasses custom script settings

SharePoint 

Online

SPMT

MSSQL

Site owner

SharePoint 

Designer

Custom 

.aspx





Abusing SPMT 2nd generation: Demo!





Communicating with Microsoft 1/2

• SP.OAuth.Token



Communicating with Microsoft 2/2

• Final fix deployed Aug 10

• Prevents uploading .aspx files when custom script is prevented





Questions?



40
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